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B Poccuiickoii ~®@enepanmy  OTMEYaeTCs  ©KETOMAHBIM  POCT  TaKuX
npecrymieHai. IloBceMecTHO perucTpupyrorcs INPecTYIUICHHS, CBS3aHHBIC C
XMIIEHAEM JIEHEKHBIX CpPEACTB M3 OaHKOB M HHBIX KPEIUTHBIX OpIraHM3allHii,
(GHU3HYECKUX U IOPUIUUECKUX JIUI], COBEPLIACMBIX C HCIIOJIE30BAHHEM COBPEMEHHBIX
UH()OPMAIIMOHHO-KOMMYHHIKAIIMOHHBIX TEXHOJIOTUH, OTBETCTBEHHOCTH 3a KOTOPHIE B
3aBUCHMOCTH OT CIOCO0a MPECTYIMHOr0 MOCTraTeIbeTBa Npe/lycMoTpena cr.ct. 158,
159, 159.3, 159.6 YK PO.

OenepansHbM 3aK0HOM 0T 23.04.2018 Ne 111-D3 «O BHECeHUM U3MEHCHUN B
VYronoBHEIH kozeke Poccuiickoit denepanumy BBEICHa OTBETCTBEHHOCTH BUHOBHBIX
ymn 1o crathe 158 YK PO 3a kpaxy, cOBepIICHHYIO ¢ GaHKOBCKOI'O CYETa, a PaBHO B
OTHONICHUM DJICKTPOHHBIX JICHEXKHBIX CPEICTB (IIPH OTCYTCTBHM IIPU3HAKOB
pecTyIuieHus, npeaycMorpernoro crareei 159.3 YK PO).

AHaNOruuHeIM 00pa3oM, C IENbI0 YCHIICHHUS YTOJIOBHOH OTBETCTBEHHOCTH 33
[POTUBOIPABHBIE JIEHCTBUS C HCIIOJIB30BAHUEM DIIEKTPOHHBIX CPEJICTB ILIATEXa,
W3MEHEHBI JUCIIO3UIIMA U caHKkumu crarei 159.3 u 159.6 YK PO.

3ayacTyio B COBOKYITHOCTH C HHMMH COBEpIIAIOTCS IpecTyIieHHs B cdepe
KOMITBIOTEPHOM WH(OPMALUK MM TaK Ha3blBaeMble KHOEPIPECTYIUIEHUs, KOTOPLIE
Ha IPaKTHKE HEPeIKO HCIOIB3YIOTCS B KadeCcTBE MHCTPYMEHTApHs 3aBJIaJICHsI
YyKUM UMYIIEecTBOM. B riensix 60pb0Obl ¢ KOMIIBIOTEPHOH npectynHocThio B YK P®
IIpeayCMOTpEeHa OTBETCTBEHHOCTH 3a pan CIeIMAIBHBIX COCTaBOB,
KPUMHUHAIM3UPYIOMINX TaKKe JSSHUs, KaK: HeIPaBOMEPHBIA JIOCTYIl K OXpaHseMoi
3aKOHOM KOMIIbIoTepHOU uHpopMarmu (cr. 272 YK P®), cosjianue, UCIOJIB30BAHNC
¥ PacrpoCTPaHEHHE BPEIOHOCHBIX KOMIIBIOTEPHBIX Iporpamm (cr. 273 YK PO);
HapylleHue [PaBI IKCIUTyaTalldd CPEACTB XpaHEHWs, 0OpabOTKH WM Iepeiadu
KOMITHIOTEPHON MH(OpMalyy ¥ HHGOPMAIOHHO-TEJIEKOMMYHUKAIMOHHBIX CeTCH



(cr. 274 YK P®), a Takxe HempaBoMepHOe BO3ICHCTBHEC Ha KPUTHUYECKYIO
uH(pOopManHoHHYIO HHbpacTpykTypy PD (c1. 274.1 YK PD).

BonpmmHcTBO XMIEHMi coBepuIaeTesi ¢ MPUMEHEHHEM METOJI0B «COIHAIBHOMN
UHXCHEPHI, TO ecTb  jgocryna K mHQOpMAlMM ¢ IIOMOIIBIO
TEJICKOMMYHUKAHOHHBIX CeTell I OOINCHHS C MOTEPIEeBIMMU (COTOBOH CBS3H,
pecypcoB cetn MutepHer). TexHONOrHs OCHOBaHAa Ha MCIIOJIB30BAHUU CIA0OCTEH
4eiioBeYeckoro Qaxkropa M ABISETCS 0CTaTO4HO dddexruBHON. Hampumep,
[PECTYIIHUK ~ MOXET II03BOHUTH  YEJIOBEKYy, SBISIONIEMYCS  I10Jb30BaTelleM
0aHKOBCKOH KapThl (IIOJ] BHIOM COTPYJHUKA CIyKOBI IOIJIEPHKKA MIA CIyKObI
OesomacHocTH 0aHKa), W BbLIBEIATh IAPOJIb, COCIABIIMCH HA HEOOXOIUMOCTD
penieHuss HeOOJIBIION MPOOIeMbI B KOMIBIOTEPHOM cHCTeMe WM C OaHKOBCKUM
CUETOM, 339aCTYIO 1e3MH(QOPMUPYS O ero GIIOKHPOBKE.

PacripoctpaneHHBIN XapakTep HOCSAT XHUIICHHUS, CBS3aHHBIE C JIPYrUM
crioco6om oOMaHa JOBEPUUBBIX I'pakiaH. IIpecTyHUKH, IPEACTABISICH OIM3KUMU
POACTBEHHUKAaMH  (3HAKOMBIMH) TMOTEPIEBIINX, I[POCAT O I[epejadye  WiId
HePEUNCICHUN DJICKTPOHHBIM IUIATEXXOM OINPENENICHHON CyMMBI JIEHEKHBIX CPEJCTB
JUISL paspelIeHus] CIOXHBIIEHCS B WX KH3HM HEONArompusTHOM curyarun. K
npUMepy, B CBSI3W C HEOOXOIUMOCTBIO OCBOOOXKIEHWS WX OT YIOJOBHOM
OTBETCTBEHHOCTH. Hepenko ~ 37MOyMBINUICHHUKA  CaMU PEJICTABIISIIOTCS
COTPY/JHHKAMU OpraHa IpaBoropsIKa.

JIUCTaHIMOHHBIE XHWIICHUS COBEPIIAIOTCS IOCPEJICTBOM pa3MCIICHUS Ha
OTKPBITBIX cafiTax B ceTd VIHTepHET 3aBeIOMO JIOKHBIX IIPENIOKEHUR 00 yciryrax u
NpoJiake TOBApOB 3a JICHEXKHOE BO3HAIPAXICHHE, KOTOpPOE B JallbHEHIIEM
HepeYrCIseTCs Ha GAaHKOBCKUH CYeT BUHOBHOT'O JIHIIA.

JlenesxHple CpejCTBA HEPABOMEPHO CIIHCHIBAIOTCS. CO CUETOB HIOTEPIICBILUX,
Korja B PYKHd IIPECTYIIHHKOB IIONAJAIOT HX MOOWJBHBIC TejeOHbIl ¢
YCTaHOBJICHHBIMA Ha HHUX OaHKOBCKHUMHU cepBHcaMH. To ke camoe Kacaercs u
OaHKOBCKHX KapT: IMOXHTHTEISIMH COBEPIIAIOTCS IOKYIIKU ITyTEM OIUIATBI TOBApOB
OECKOHTAKTHEIM CIIOCOO0M, IPH HATWYUK I1apoJisi TOCTYIa — JIGHBIM CHUMAIOTCA B
OaHKoOMaTax.

[IpecTyIHAKY pean3yl0T MHOXKECTBO JPYI'UX CII0COO0B M MHCTPYMEHTOB UL
3aBIaJICHHs Yy)KUMH JICHBIAME: HCIIOJIB3YIOT JyOIHMKATEl CUM-KapT IIOTCPIICBIIMX, a
TaKXKe yCTPOMCTBA-CKMMMEPBI, CUHTHIBAIONIHE HHPOPMAIMIO, COJECPKAULYIOCS Ha
MATrHUTHOH II0JIoce OAHKOBCKOM KapThl JUIS MOCIEAYIOMIEIr0 H3rOTOBJICHHS €€
nyOnukara. PacChUIAIOT B COLMANBHBIX CETSX €O  B3JIOMAaHHBIX — CTPaHHI[
[oJIb30BaTeell COOOIEHMs HUX 3HAKOMBIM C IIPOCKOAMM OJOJDKHMTEL JICHBIH,
BHEIPAIOT BpepoHocHble IIO B CHCTEMBI IOPUIMYECKUX JIMI, HOXMINAIOT
3JIEKTPOHHBIE KIIFOYH ¥ YYETHbIC 3aIIUCH K HEeMy B O(ucax OpraHusaliy 1 T..1.

Heo6X01MMO OTMETHTH, YTO KPUMHHAJIBHDIE METOIBI «YAaICHHOI0» XHIICHHSA
IEHEeKHBIX CPEJCTB IOCTOSHHO DBOJIONMOHUPYIOT, IPU DTOM IIPECTYIIHUKAMH



aKTHUBHO HCIOJIL3YIOTCS coBpeMeHHbIe [T-TexHomorum, KoTopsie 3a4acTyio IIpocTh B
HCTIONB30BAHUH M JIOCTYMHbBI HEOTPAaHMYEHHOMY HYHUCIY II0JIL30BaTelel INI00aIbHOMN
CeTH.

JUist co3aHus MPeIsiTCTBUN [IPaBOOXPAaHUTEIHHBIM OpraHam JuIsi pacKphITHSI
HOJOOHBIX IIPECTYIUICHUN 3JI0yMBIILIEHHUKN: MEHSIOT COTOBBIE TenedoHsl, Mecra
CBOCTO HAaxXOXIEHWs; OQOPMIISIOT CHUM-KapThl M OTKPBLIBAIOT CYeTa B OaHKAaX Ha
[IOJICTABHBIX  JIAI; HUCIONB3YIOT AHOHMMHBIC OJIEKTPOHHBIE  KOIUEGILKH U
npeJoadeHHble OaHKOBCKUE KapThl, Proxy-cepBepsl M pasiddHble MPOrPaMMEL
ckpoiBatompe (axruueckre IP-agpec m MecTo HaXOXKIEHHUs, PUBICKAIOT JIHUI, HEe
OCBE/IOMJICHHBIX O IPOTHBOIPABHOCTH HMX ACUCTBUH, MPUMEHSIOT JIPYTUE CIIOCOOLI
KOHCIIUpaUMU. JTO KacaeTcsl He TOJIBKO XHINeHWH, HO U IpecTymuieHuii B chepe
KOMIBIOTEpHOM  uHpopMmanuu. Ilpm dTOM  JaHHbIE [PECTYIUIEHUS  HOCSAT
CKOPOTEYHBIH, MHOTIO3IIM30{HbIH (CEPUHHBIH), U TPAHCTPAHUYHBIN XapakTep.

OMB/JI Poccun 3ATO CBoGojiublil IIpeaynpexaact: 0yapre 6AuTeabHbl i He
packpsIBaiiTe TUIHYIO HHGOPMALIHIO HEM3BECTHBIM JIFOJISM.

OMB/I Poccun 3ATO CroboaubIii



